ZERAR SR

wEsae, EE, FE2B, #K
(P EAhEEH RS AR, dLw 100053 )

%Fs'i . Bahilifs A 4G HEE] 5G kR, 78RN S TR R RE T, AR S D,
RREN T Frih SG WA AR AL TP IR EE MRt e A1 4 5 %%, BET%t 3GPP.

ITU. GSM F1#) 5G ZAaRERSEE ST, MELL ML A5 2, EBEATW . 28NPAGE 3 43

., FETIX 3 & ELk, XSG MG LA, ZAaBfE) . LAaBREEI RN, F4 5G %

AR R AT S TSR B

KEEIR: 5G wWh WA WMSw s WS WENVE KA

HhESES: TP393

XEkFRiIRaE: A

doi: 10.11959/j.issn.1000-0801.2020317

Overview and prospect of 5G security

YANG Zhiqiang, SU Li, QI Minpeng, YANG Bo
China Mobile Research Institute, Beijing 100053, China

Abstract: From 4G to 5G, as the result of network evolution and service promotion, the concepts and principles of
security in design were deeply integrated, the security capabilities were enhanced. The root of 5G security de-
sign-building secure networks and services in the open environment were analyzed. Furthermore, according to the
understanding of the 5G security specifications designed by 3GPP, ITU and GSMA, the security framework and these
new technologies were analyzed in detail from three aspects: network security assurance, service security capabilities
and security assessment methodologies. The overview of 5G security trends and the key works in the long run were
summarized.
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